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Types of Threats
• Ransomware
• Data Loss
• Business Email Compromise

• Credential Phishing
• Wire Fraud Scams
• CEO Impersonation
• Payroll Diversion



Credential 
Phishing
• Often an invitation to view a file
• The more sophisticated attempts 

come from a known contact whose 
email account has already been 
compromised

• Someone you know 
• Someone you correspond with 

regularly
• The email can come from their account

• Goal is to harvest your username and 
password



1. The first email account is 
compromised

2. A follow-up email is sent to 
the same thread, including 
conversation history

3. Includes a malicious Word 
document



Wire Fraud Scams
• Web access to an email account obtained
• Mail rules are often setup 

• scan messages for certain keywords (wire, 
check, payment, etc)

• forward email to another address
• or, move email to an obscure folder and mark as 

read

• Take over the conversation and send new 
wire instructions

• The story creates a sense of urgency 
• “issue” with the previous bank account
• need it today – will it be wired today – confirm 

receipt asap



CEO Impersonation & Payroll Diversion
• Cybercriminals use social engineering to 

impersonate CEOs and high-level 
executives by spoofing the company 
email address

• Staff receive an email “from the CEO” 
requesting an invoice to be paid or their 
direct deposit to be changed to a new 
bank account

• May also request sensitive data such as 
employee W-2s, etc

• A recent case used a phone call with AI-
generated audio (CEO voice “deepfake”)



Important Security Measures
• Firewall, Intrusion Detection System, external port scanning, 

internal system vulnerability scanning and patching
• Virus scanning and malware detection (both on incoming email 

and on desktops and servers)
• User Training
• Multi-Factor Authentication and monitoring of log-in locations
• Identifying external emails and/or user impersonation flagging
• Aggressive web filtering and blocking
• Data Loss Prevention tools and email encryption
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