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Panelists

DISCUSSION LEADER
Greg Blake, Chief Information Officer and Vice President of

Administration | Idaho Housing and Finance Authority

PARTICIPANTS
Kelly Becker, Director, Information Technology | Colorado Housing

and Finance Authority

Ashish Kumar, Chief Information Officer | California Housing
Finance Agency

Tim Lauster, Special Agent | Federal Bureau of Investigation

Jonathan Terbush, Information Security Officer | Colorado Housing
and Finance Authority
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Cyber Resiliency Resources

KnowBe4 (Security Awareness Training Resource)
|<n ) W B e4 https://www.knowbe4.com/ _ _ _ _

https://www.knowbe4.com/what-is-social-engineering/
https://www.knowbe4.com/press/roger-grimes-joins-knowbe4-as-data-
driven-defense-evangelist

Human error. Conquered.

NIISST sirieriscndtecincioay NIST (National Institute of Standards and Technology)
https://www.nist.gov/cybersecurity

U.S. Department of C

| NV F Microsoft
E Microsoft https://security.microsoft.com/securescore?viewid=metrics _
https://compliance.microsoft.com/compliancemanager?viewid=overview

BITSIGHT BitSIght (Security Ratings)

The Standard in SECURITY RATINGS httpS//WWW b|ts|ght com/

SANS* Top 18 Security Controls
https://www.sans.org/blog/cis-controls-v8/



CIS Controls CIS Controls

01 Inventory of Hardware 01  Inventory and Control of Enterprise Assets
02  Inventory of Software 02  Inventory and Control of Software Assets
03  Continuous Vulnerability Management 03  Data Protection
04  Control of Admin Privileges 04  Secure Configuration of Enterprise Assets and
05  Secure Configuration r} 05  Account Management
06  Maintenance and Analysis of Logs 06  Access Control Management
07  Email and Browser Protections 07  Continuous Vulnerability Management
08  Malware Defenses 08  Audit Log Management
Center for n 09  Email and Web Browser Protections
C I S Internet Secu rity® 10  Data Recovery 10  Malware Defenses

11  Secure Configuration of Network Devices 11  Data Recovery

n 12 Network Infrastructure Management
13  Data Protection 13 Network Monitoring and Defense
14  Controlled Access Based on Need to Know 14  Security Awareness and Skills Training

15| Wirdss s o | 5 | Snis povidar gt
16  Account Monitoring and Control 16  Application Software Security
17  Security Awareness Training 17  Incident Response Management
18  Application Security 18  Penetration Testing

19  Incident Management

20  Penetration Testing
CIS Center for Internet Security®
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