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SOC, ISO, and Related
Cloud Compliance and
Assurances
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Why Do We Need “Assurance?”

* Increasing reliance on 3" party service providers
* Increasing risk presented by 3" parties

Availability Risk Data Confidentiality Risk
Strategic Risk Data Integrity Risk
Financial Risk Reputation Risk

* Verifiable, independent attestation that controls are:
« Accurately represented
« Appropriately designed for purpose
* In place and operating effectively
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Three Lines of Defense

Board / Audit Committee

Senior Management

Security Internal Audit

Risk
Management

Management
Controls

Internal
Control
Measures

Regulators / Legal

Compliance

External Audit / Attestation
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3rd Line of Defense

v2nd Line of Defense
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Third-Party Assurance Reporting
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