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Technology's Impact on
Government Programs

• Easier Deployment & Administration
• Streamlines application processes
• Increases efficiency for program administrators
• Enhances accessibility for applicants

• New Risks to Program Integrity
• Potential for fraud and abuse
• Data security vulnerabilities
• Challenges in verifying applicant eligibility



Need to Balance Urgency 
With Accountability 

Quickly deliver funds to vulnerable populations

Vs.

Prevent fraud, waste, and abuse to avoid 
repayment liabilities



Threats from External Bad Actors
• Focused on fraud, identity theft, and eligibility 

manipulation
• Often the primary concern in program oversight

Internal Risks Often Overlooked
• Insider threats from employees or contractors
• Misuse of data, improper approvals, or negligence
• Internal oversight is as crucial as external 

protection

PROGRAM INTEGRITY: 
Addressing Risks from All Angles



Layer 1: Combatting External Bad Actors

HOW WE DO IT AT 
NEIGHBORLY SOFTWARE

✓ FedRAMP data centers

✓ Data encrypted at rest and in transit

✓ Multi-factor Authentication 

✓ Annual SOC 2 Certification

✓ Microsoft Defender, Cloudflare, CrowdStrike 

✓ Fraud Dashboard 

o Identify cases with duplicate information (IP 

Address, SSN, addresses, phone, email)

o Suspicious Attachment metadata analysis

o Time to submit application



Layer 2: Combatting Internal Bad Actors

✓ Principle of Least Privileges 

✓ Separation of Duties: Case Managers / QC 

Reviewers

✓ Draw approval: steps must be validated

✓ Case Audit Log

✓ Data Field Audit Log 

HOW WE DO IT AT 
NEIGHBORLY SOFTWARE



Protecting Program 

Integrity
Greg Blake, CIO and VP of Administration

Idaho Housing and Finance Association



Emergency Rental 
Assistance (ERA)



Carl wants to be a Landlord

Carl has a history of fraud and criminal activity.

He lives with his wife - they rent a room from her parents.

Carl created fake emails of his wife’s parents (in-laws).

He filled out ERA applications using his in-laws names.

We sent landlord Carl the $9K check.

Oops – He couldn’t make it to the mailbox quickly

When his in-laws opened their mail and saw a check 

made to him, they called us.

He is now spending his free time in Prison



Motel of Mystery – More rooms than the Winchester 

House
We aided people staying at hotels/motels at a maximum at $150 per night.

These are unconventional long term hotel rentals and need a kitchen to be eligible. The people 

needed leases,

We had many applications from a single hotel, these were largely homeless people.

There were more applications than rooms at the motel.

The motel owner is under investigation for $400K in fraud



Catch me if you can - Tracy thought she 

could compete with Frank Abagnale

Tracy of Houston Texas is very good at document forgery.

She created very realistic pay stubs and fake income documents.

She obtained real social security numbers and photo IDs of her 

relatives.

She claimed to be the landlord of numerous homes across the US

Two Idaho homeowners beg to differ.

Oops - She forgot to check her job history locations – No Trader Joes 

in Eastern Idaho.

She tried to get $104K and many more from other states.

Tracy is awaiting trail and maybe movie deal



Housing 
Assistance Fund 
(HAF Program)



Mortgage Servicing Fraudsters

Carrie A Wood Conventional Mortgage Servicing



Carrie A Wood (aka Carrie Conventional Services)

International HQ of Carrie 

Conventional Services

Honey Brook, PA

Rockefeller Plaza wasn’t 

good enough



Some Victims of Carrie A 
Wood



Mr.  Steve
Retired veteran

He and wife own their home (no mortgage)

They have been victimized before

Frauded by Carrie A Wood

Fax Mortgage, Tax return

Application of $35K



Mr. James 
Retired veteran

Identity on the dark web

He and his wife have been victims 
for years

Frauded by Carrie A Wood

Fake Mortgage, Tax return, 

Application of $35K



Too Lazy to use a computer



Even I could cut and paste better



Scammers are not good at math



The Rub
The federal programs want us to hurry up and get the money out with no 
prescribed checkpoints.  
No guidance on fraud concerns or privacy concerns.  
However, the Feds will come back and audit the program in great detail 
and required the states to refund back any fraudulent payments.
People went to great lengths to deceive the program to scam. 13% - ERA
Our NCSHA network was beneficial to discuss “do not fly checklist”
Some HFA were reluctant to do discuss the scammers, thinking they don’t 
want it to be known to the Feds that they were scammed.



What we Implemented

We wanted to see photo identification, driver licenses etc.  Huge 
level of fake IDs.  Some very hilarious.

We wanted to see proof of previous payments to their lease or rent 
checks going back in time.

Many of the scammers indicated their lease just started the month 
before they applied for relief.

Out of state people were big red flags and needed additional checks.



The scammers almost always get greedy and ask for the maximum amount of 
payment.  
We used computer systems to see where their application IP addresses 
originated.
We also used algorithms to see if the application takes a reasonable amount of 
time to fill out.  If too quick, this was a red flag.
Scrutinized the documents.  
The IDs almost always had signature with first initial, last name.  J smith.  
Sometimes they signed backwards, smith j.
Many times, the documents were clearly created in Word or had crazy amounts 
that don’t make sense.

Word of Wisdom



They all use Magic Jack



Twins separated at birth



License from the Jack Daniels school of 

driving



She looks great at 62 years old



Littyids.com
Unbelievable



Thank You
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St rategies For  
Combat ing Fraud in 
Housing Ass is tance 

Programs
J o n a t h a n  H i l l i k e r

D i r e c t o r  o f  A C F I

A u d i t ,  C o m p l i a n c e  a n d  F r a u d  I n v e s t i g a t i o n  D i v i s i o n



M I C H I G A N . G O V / M S H D A

What Are We Facing

Fraudulent applications

Fake identities

• Stolen PII

• “True Name” Fake IDs

Synthetic identities

One or more components of real PII combined with fake info

Fabricated or altered IDs and documentation

Online application vulnerabilities and attacks

Organized crime 

International/Transnational bad actors and fraud rings



WHAT METHODS 
AND TACTICS ARE 

THE FRAUDSTERS 
USING?



Fraudsters buying & sell ing 
stolen PII

Dark Web Messaging Apps

1. Telegram

o Features: Encrypted messaging, channels, and groups.

o Usage: Commonly used by vendors and buyers for direct 
communication and transactions. Channels and groups are 
often used for selling stolen data.

2. Signal

o Features: End-to-end encryption, secure messaging.

o Usage: Used for secure, encrypted communication, 
including for illicit transactions.

3. Wickr Me

o Features: Encrypted messaging, self-destructing messages.

o Usage: Used for anonymous communication and 
transactions in illicit markets.

4. ICQ (I Seek You)

o Features: Messaging and voice calls, available on various 
platforms.

o Usage: Some vendors and buyers use ICQ for secure 
communication.

Source: Armor Defense 4/3/2018

M I C H I G A N . G O V / M S H D A



Fraudsters buying & sell ing 
stolen PII  Continued

Dark Web Messaging Apps

1. Threema

o Features: Encrypted messaging, anonymous communication.

o Usage: Used by some on the Dark Web for secure and private messaging.

2. Keybase

o Features: Encrypted messaging, file sharing, and public key encryption.

o Usage: Utilized for secure communication and sharing sensitive information.

3. Riot (now Element)

o Features: Open-source messaging, end-to-end encryption.

o Usage: Used for private and encrypted communication among Dark Web users.

4. Tox

o Features: Peer-to-peer encryption, anonymous messaging.

o Usage: Preferred by some for its privacy features and decentralization.

5. Session

o Features: Decentralized, end-to-end encryption, anonymous messaging.

o Usage: Valued for its privacy and security features, used for illicit transactions.

Source: Armor Defense 4/3/2018
M I C H I G A N . G O V / M S H D A



Michigan DW Chatter



Michigan DW Chatter Part 2



Michigan DW Chatter Part 3



USING THE 
STOLEN PII AND 

DARK WEB 
FRAUD KITS



Fraudster ID



Fraudster Photo



Fraudster Photos



Earnings Statement



Fraud Kit Article

https://www.darkreading.com/vulnerabilities-threats/complete-personal-fraud-kits-sell-for-less-than-40-on-dark-web

https://www.darkreading.com/vulnerabilities-threats/complete-personal-fraud-kits-sell-for-less-than-40-on-dark-web


Fraud Article

https://news.bloomberglaw.com/privacy-and-data-security/background-check-data-of-3-billion-stolen-in-breach-suit-says

https://news.bloomberglaw.com/privacy-and-data-security/background-check-data-of-3-billion-stolen-in-breach-suit-says


WHAT ARE SOME 
TOOLS AND 

STRATEGIES TO 
COMBAT THIS?



M I C H I G A N . G O V / M S H D A

Tools For Housing Fraud Investigators

Upfront Identity verification services

Thompson Reuters CLEAR & CLEAR ID Confirm

LexisNexis Accurint for Government/Investigations

Access to utility company systems to verify accounts

Metadata viewer apps if documents and photos are uploaded 

by applicants

EXIF viewer for photos (GPS, Device type, dates, etc.)

Access to Register of Deeds, Tax Assessors, BS&A, etc. for 

ownership verification

Access to DMV or Secretary of State for ID, DL, Vehicle, etc.



M I C H I G A N . G O V / M S H D A

Tools For Housing Fraud 
Investigators Part 2

Data sharing agreements with other agencies to fight fraud

• Database of known ‘bad actors’ (substantiated fraud)

• Verification of other benefits at same address, same income reported, etc.

Fraud workgroups

Organizations such as IAFCI 

• Training on latest fraud trends, emerging threats, how to identify and prevent, 

how other agencies and law enforcement are pursuing fraud

• key contacts for fraud, through members across the country

• IAFCI Housing and government assistance fraud working group coming soon



M I C H I G A N . G O V / M S H D A

Tools For Housing Fraud 
Investigators Part 3

Guidebook for law enforcement and prosecutors on how to work & 

prosecute these government assistance and financial crimes cases

Agreements or MOUs with State AG’s to prosecute these cases directly



QUESTIONS?
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