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Development Authority
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Co-Founder and President | Neighborly Software
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Director, Planning and Program Development | Alaska Housing Finance Corporation
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Technology's Impact on

e Easier Deployment & Administration
e Streamlines application processes
* Increases efficiency for program administrators
* Enhances accessibility for applicants

* New Risks to Program Integrity
e Potential for fraud and abuse
* Data security vulnerabilities
* Challenges in verifying applicant eligibility
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Need to Balance Urgency
With Accountability

Quickly deliver funds to vulnerable populations
Vs.

Prevent fraud, waste, and abuse to avoid
repayment liabilities




PROGRAM INTEGRITY:

Threats from External Bad Actors

e Focused on fraud, identity theft, and eligibility
manipulation

e Often the primary concern in program oversight

Internal Risks Often Overlooked

e [nsider threats from employees or contractors

e Misuse of data, improper approvals, or negligence

e |nternal oversight is as crucial as external
protection

G SIINTIPRE

US.NEWS

The Great Grift: How billions in COVID-
19 relief aid was stolen or wasted

RISK FRAUD & COHPLIAI!C!

Goveynmenl&
continues to increase concern for
the most vulnerable

Rabihah Butler Manager for Enterprise content for Risk, Fraud & Government / Thomson Reuters Institute




— A X “um

AN N N N

O

HOW WE DO ITAT
NEIGHBORLY SOFTWARE

Layer 1: Combatting External Bad Actors

FedRAMP data centers

Data encrypted at rest and in transit
Multi-factor Authentication

Annual SOC 2 Certification

Microsoft Defender, Cloudflare, CrowdStrike
Fraud Dashboard

|dentify cases with duplicate information (IP
Address, SSN, addresses, phone, email)
Suspicious Attachment metadata analysis

Time to submit application
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(Q https://portal.neighborlysoftware.com ) « = O O O
N Dashboard ~ Assets  Contractors  Funding  Loans  Reports B Q4 & @
il
Duplicate Email Suspicious
Duplicate SSNs Duplicate Phone #s Duplicate IPs P P Submit Times
Addresses Attachments
1Miny

5 Minutes

0 0 3 179 1 -

30 Minutes

——

SSN. Phone #5 Emails “ IP Search Attachments

Results: 3 [« 1]
uuuuuuuuuuuuuuuuuuuuuuuuuuuuu
64.124.76.250 5 10132, 10234, 10305, 10008, 10405 Lookup IP
65.129.127.74 2 10433, 10663 Lookup IP

184.99.115.126 12

10142, 10442, 10223, 10271, 10305, 10408, 10490, 10500, 10506, 10002, 10518, 10455
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HOW WE DO ITAT
NEIGHBORLY SOFTWARE

Layer 2: Combatting Internal Bad Actors

Principle of Least Privileges

Separation of Duties: Case Managers / QC
Reviewers

Draw approval: steps must be validated
Case Audit Log

Data Field Audit Log

my wevcamow | Number of Entries: 10

®  H. Required Homabayer_Counsaling MomabuyerClassBrovider charged from smpty t Othar’

Fsake Gernan butey grmghboripaatimars <om
Sale_Sabar,City changed from empty to Atlants’

nnnnnnnnnnnnnnn E Prepartylake e P
B werm S s
Propertyinfo Propaddress_Address] changed from empty to 2 E Hain St

Propertyinfo_Propaddress_Addiessz changed from empty to'#5"
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@ Emergency Rental
Assistance (ERA)
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Carl has a history of fraud and criminal activity.

He lives with his wife - they rent a room from her parents.
Carl created fake emails of his wife’s parents (in-laws).
He filled out ERA applications using his in-laws names.

We sent landlord Carl the $9K check.
Oops — He couldn’t make it to the mailbox quickly

When his in-laws opened their mail and saw a check
made to him, they called us.

He is now spending his free time in Prison
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We aided people staying at hotels/motels at a maximum at $150 per night.

These are unconventional long term hotel rentals and need a kitchen to be eligible. The people
needed leases,

We had many applications from a single hotel, these were largely homeless people.
There were more applications than rooms at the motel.
The motel owner is under investigation for $400K in fraud
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Tracy of Houston Texas is very good at document forgery.
She created very realistic pay stubs and fake income documents.

She obtained real social security numbers and photo IDs of her
relatives.

She claimed to be the landlord of numerous homes across the US
Two Idaho homeowners beg to differ.

Oops - She forgot to check her job history locations — No Trader Joes
iIn Eastern ldaho.

She tried to get $104K and many more from other states.
Tracy is awaiting trail and maybe movie deal

G SIINTIPRE

TRADER

\JOE'S/
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Housing
A& Assistance Fund

(HAF Program)
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> BLOG > PINGORA LOAN SERVICING LLC DATA BREACH

Carrie A Wood Conventional Mortgage Servicing PlNGDRA LOAN SERWGlNG LLG DATA BREACH

Posted on behalf of Arnold Law Firm on April 12, 2022 in
Updated on October 18, 2022

Sailfish Servicing, LLC - NMLS |D: 2219167

— NOTICE: This blog is for historical context only. The Arnold Law Firm is

no longer accepting new clients for this data breach action.

In December 2021, Pingora Leoan
Servicing, LLC ("Pingora”) dis
d third party

and the files

red that

an unauthorize tained
646 2nd Ave S

October 27,

Saint Petersburg, FL 33701

ccember 7, 2021, the

unauthorized third p ~d that access

s customer information and access private persona |'-:.-' identifiable

; E information.

Pingora

Mmanagement company

is a mortge

The Jeod Jife
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Carrie A Wood (aka Carrie Conventional Services)

International HQ of Carrie
Conventional Services

Honey Brook, PA

Rockefeller Plaza wasn’t
good enough
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Some Victims of Carrie A
Wood
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Retired veteran

He and wife own their home (no mortgage)

They have been victimized before

Frauded by Carrie A Wood
Fax Mortgage, Tax return
Application of $35K
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Mr. James

Retired veteran

|dentity on the dark web

He and his wife have been victims
for years

Frauded by Carrie A Wood
Fake Mortgage, Tax return,
Application of $35K
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Too Lazy to use a computer

IDAHO DEED OF TRUST
THIS DEED OF TRUST (the "Deed") dated ID/OI / 2019 (mm/ddlyyyy), is made by and
between:
— \ ¥ s
Borrower: , (Borrower Name(s)) of

| , D %322\ (Address(es)),
(hereinafter the "Borrower")

Lender: Can'v- Convoilinal Sovvicas, | LC .(Lender Name) of
275 Pak Strit, Honey Brok PA 193 (Address),

(hereinafter the "Lender") -’

Trustee: COVV!'Q A M (Trustee Name) of
215 Fak Streil, tioney Brok, VA 19 (Address),
(hereinafter the "Trustee"), of the (Trust Name)

Guarantor (Optional). ?l'm (Guarantor Name) of
_ (Address),

(heréinafter the "Guarantor")
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Contact Us

By Phone: 1-301-834 - 2847
Email: carrieconventionalservices@usa.com
See back for mailing addresses

Transaction Activity (11/15/2021 — 12/15/2021)

Date Description Charges Payments

11/16/21 Late Fee (charged because payment was received after 10/15/2021) $300.00
11/17/21 Payment Received — Thank you $2,500.00

Past Payments Breakdown

Paid Last Month Paid Year to Date
Principal . $800.00 $4,800.00
Interest $1,200.00 $7,200.00
Escrow (Taxes and Insurance) $500.00 - $3,000.00
Fees $0.00 50.00
Total | $2,500.00 $15,000.00

Important Messages

If You Are Experiencing Financial Difficulty: If you would like mortgage counseling or assistance, you can find a list of counselors in
your area on the U.S. Department of Housing and Urban Development's website at www.hud.gov. On the back of this page, we have
also provided contact information for three state- or federally-approved counseling programs in your area.
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o I 89: Mortgage Statement

Statement Date: 1/20/2023

Account Number 410014379672

Payment Due Date 1/1/2023
— Amount Due $35,000.00

Boise, ID 83709
' If payment is received after 1/15/23, pay $35,300.00

Account Information Current Payment Due

Property Address Principal $9,250.00
BoIse, IV B3/UY | | |nterest $17,500.00

Outstanding Principal $105,000.00 Escrow (for Taxes and Insurance) $5,750.00

Maturity Date September 2039 Regular Monthly Payment m

Interest Rate (Until October 2021) 4.75% Total Fees Charged $300.00

Prepayment Penalty (Until September 2023) $9,000.00 Total Amount Due m

Contact Us

By Phone: 1-301-834-2847

Email: carrieconventionalservices@usa.com

See back for mailing addresses
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The federal programs want us to hurry up and get the money out with no
prescribed checkpoints.

No guidance on fraud concerns or privacy concerns.

However, the Feds will come back and audit the program in great detail
and required the states to refund back any fraudulent payments.

People went to great lengths to deceive the program to scam. 13% - ERA
Our NCSHA network was beneficial to discuss “do not fly checklist”

Some HFA were reluctant to do discuss the scammers, thinking they don’t
want it to be known to the Feds that they were scammed.
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We wanted to see photo identification, driver licenses etc. Huge
level of fake IDs. Some very hilarious.

We wanted to see proof of previous payments to their lease or rent
checks going back in time.

Many of the scammers indicated their lease just started the month
before they applied for relief.

Out of state people were big red flags and needed additional checks.
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The scammers almost always get greedy and ask for the maximum amount of
payment.

We used computer systems to see where their application IP addresses
originated.

We also used algorithms to see if the application takes a reasonable amount of
time to fill out. If too quick, this was a red flag.

Scrutinized the documents.

The IDs almost always had signature with first initial, last name. J smith.
Sometimes they signed backwards, smith j.

Many times, the documents were clearly created in Word or had crazy amounts
that don’t make sense.
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{2 Home > News > Scams

’ / Magic Jack Being Used In Phone
» Spoofing Scam

Scam shows up in Mississippi

e Mark Huffman, Reporter « Nov 29, 2011

Share o
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License from the Jack Daniels school of
driving

BENSSS——— A 4 =

YORK -

DRIVER LlCENSE o ekt

0 OSTENDPL
I3-'9\R ROCKAWAY, NY 11691

Sex F' Height 5 -08% Eyes BRN V;;_\)‘
DOB10I02/1964 \ \ ;
5. Expires 4 0[02[202?‘
“ENONE

: RNONE o
T ssued 05/04/20/18 )

| <C{S 7, \:‘:{;L;_;g;, / R _::.: .
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She looks great at 62 years old

A MOV ’" 2 { S N Tl A
i ¥ A L N B .
VprAgan ’ﬁ‘ﬁ:"“.{’m oA S RTHD L 5 V) Y2 S

W o ha s ft et acsoV . ; i

ey

gy
L

i T Y, R
RYEER T &l ~ASYrP -

iy,

0783 983 210
TURNER
GLORIA

8518 55THAVE
* ELMHURST, NY 1

| 1\
Sex . Height 5:-08“ Eyes BRN‘;‘;/”@
D0804/29/1962

|

691506/30/2028
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€« > C 25 littyids.com/shop/ Q %

&  Google Chrome isn't your default browser Set as default
L] L]
L I ﬁy I S CO Home Blog About Us Product Order FAQ Contact Us _: E-mail:order@littyids.com
[ ] I I I

Unbelievable

55’ Weicome to "LITTYIDS", come and customize your fake ID card!

PrOdu ct We offer a wide vanety of IDs, Samples on how our IDs look fike. All fake

IDs made by LITTYIDS are top quality and pass scanners.
1 Product

Arizona California Connecticut

s
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Strategies For
Combating Fraud in
Housing Assistance

Programs

Jonathan Hilliker
Director of ACFI
Audit, Compliance and Fraud Investigation Division

s8]SHDA

TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT




VOO © VOO

What Are We Facing

Fraudulent applications

Fake identities

Stolen PII
“True Name" Fake IDs

Synthetic identities

One or more components of real Pl combined with fake info
Fabricated or altered IDs and documentation
Online application vulnerabilities and attacks
Organized crime

International/Transnational bad actors and fraud rings

MICHIGAN.GOV/MSHDA



WHAT ME
AND TACTIC

THE FRAUI




Fraudsters buying & selling

stolen PlI

Dark Web Messaging Apps

1.

Telegram
o Features: Encrypted messaging, channels, and groups.
o Usage: Commonly used by vendors and buyers for direct

communication and transactions. Channels and groups are

often used for selling stolen data.
Signal
o Features: End-to-end encryption, secure messaging.

o Usage: Used for secure, encrypted communication,
including for illicit transactions.

Wickr Me

o Features: Encrypted messaging, self-destructing messages.

o Usage: Used for anonymous communication and
transactions in illicit markets.

ICQ (I Seek You)

o Features: Messaging and voice calls, available on various
platforms.

o Usage: Some vendors and buyers use ICQ for secure
communication.

MICHIGAN.GOV/MSHDA

IDENTITIES, SOCIAL SECURITY INFORMATIOM,
PASSPORTS AND OTHER DOCUMENTS

U.5. Pll iname, address. phone number
53M, DDB, bank account data, employment 540 - 5200

histary, credit history, criminal history)

U.5. green cards, driver's license, Insurance,
and Passport Visas (bundled)

PASSPORTS, DRIVER'S LICENSE AND ID'S

Germany (EU Source) €37.95

Canada $400-%1,000

China £4600

Other (Including U.S.) £500-%800

Diplomatic passports and paperwork $2,000

U5 Document Templates and Forgenes
{utility bills, bank statements, passports, $10-%50
S5N cards, driver's licensa- 44 states)

Forged Prescriptions - Large LS. Orug Stores 550 - $100

Source: Armor Defense 4/3/2018



FI’CIUdSi'eI'S bUYing & Se“ing VALUABLE SOCIAL MEDIA ACCOUNTS %
stolen Pll Continved $12.99

ACCOUNT HACKING PROGRAM

Dark Web Messaging Apps USED TO HACK SOCIAL MEDIA ACCOUNTS
1. Threema

o Features: Encrypted messaging, anonymous communication.

o Usage: Used by some on the Dark Web for secure and private messaging.

2. Keybase

o Features: Encrypted messaging, file sharing, and public key encryption.

o Usage: Utillized for secure communication and sharing sensitive information.

3. Riot (now Element) amazon
o Features: Open-source messaging, end-to-end encryption. ..

+

o Usage: Used for private and encrypted communication among Dark Web users.
4. Tox

o Features: Peer-to-peer encryption, anonymous messaging.

o Usage: Preferred by some for its privacy features and decentralization.

5. Session

o Features: Decentralized, end-to-end encryption, anonymous messaging. HACKED ACCOUNTS ARE THEN USED TO:

. . . cre . Furchase Products | Broadcast | Verification | Cashouts and mare,
o Usage: Valued for its privacy and security features, used for illicit fransactions. |

MICHIGAN.GOV/MSHDA Source: Armor Defense 4/3/2018




Michigan DW Chatter

Q

/I'm selling Michigan dl template escrow accepted

v 3:20 PM

|
No cap i need some Michigan fullz fresh ones gotta show me
proof em hoes fresh 10:52 PM
I

Need help with creating Michigan ID for online verification
purposes only.... novice here...any guidance is appreciated!!!
6:04 AM

Who got the Michigan grant sauce? 471 7:37 P

What's hittin rn !!

Taxs refund and some state unemployment like new york texas
n Michigan 1:40 PM

Taxs refund and some state unemployment like new york texa...
What the ticket on Michigan unemployment? 1:40 PM



Michigcm DW Chatter Part 2
he Department of w= | The Department of =X
Labor and Economic =— | Labor and Economic —
Opportunity Opportunity

>(Mkw_lwnmyrnllncu-‘r-_ BE N MM For C
> c % . .

TORVAT. U Poyment stato SHCIMBWAMY fv
WAL YLt o mi L
Clmiawansy

UNEMPLOYMENT INSURANCE

ALREADY APPLIED FOR ALREADY APPLIED FOR

BENEFITS BENEFITS et
Schedule An Appointment Schedule An Appointment
Tips for Reopening your Claim Tips for Reopening your Claim
What does my status mean? What does my status mean?
Complete my bi-weekly Complete my bi-weekly
certification certification
Forms for Workers Forms for Workers
COVID-19 Employee FAQ COVID-19 Employee FAQ

Michigan Unemployment Benefits Buzin % ¢}
Undated Methods be like % =~ — &

Don't come @ Hey, Yo brah get to the
deal. WHey. Yol g - Y'all see the wave the sauce

e e = I E @ @ @
Pm @ I & TP Michigan wave #_ so lite




Michigan DW Chatter Part 3

Vouching for @ Il with the NY & MI Pros W DL # , Vaild

| need utah and @ Credit Score (800+) & Credit Reports . Pros Came With Pua

relief Sauce Too , GOOD PRICES . Thanks bro @ 7. «715:52 PV

I —
BENEEITS | got Michigan and NV pros but I'm in Ml right now

. AVAILABLE DM ME Dm 6:20 PM
NOW 60% BTC

Who in here got California, Indiana
or assistance

I
* Who can make MI ID's w proof im paying 2:03 pm



USING THE
STOLEN PIl AND
DARK WEB
FRAUD KITS



MIECHIGAN
DRIVER LICENSE _

Sex M Hgt 507 . .Eyes BRO
Lic Type O End NONE-— -
Restrictions NONE f":&

Rev 02-01-2012




@ Pinterest Today Watch Explore Login Signup Vv

Explore >  Men's Fashion

‘- o

Uploaded to Pinterest

Jesse Ward

. Bimbo BA
bk followers

Jesse Ward  Black Tie Tuxedo  Tuxedo For Men  All Black Suit  Dapper Dug

More information...

Comments

’ Charlenen18 ()OO ©

“ jaszberenyikatalin @




More like this

Business Casual Men Business Attire »

’ Benjamin Orantes

Jesse Ward )

Jessie Pavelka

@ Larry Sh

w7

Beautiful Men Faces  Gorgeous Men

Beautiful Women Quotes  Beautiful Tatt

M  Kristi Beautiful Boys  Blond Men

K ARQ
% Theresa Tunnell

Hot Men Sport Casual Office Outfits

More like this Vv .
g\’ Alejandro Almirén
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NCSHA
444 North Capitol Street NW, Suite 438
Washington Bc 20001 EARNINGS STATEMENT
EMPLOYEE NAME / ADDRESS SSN REPORTING PERIOD PAY DATE # 3468
Jonathan Hilliker
123 Main St. XXX-XX-6789 00/12/2024 - 09/18/2024 00/19/2024 Eg;ps’ggge #
Lansing, MI
INCOME RATE HOURS CURRENT PAY DEDUCTIONS TOTAL YTD TOTAL
GROSS EARNINGS $20 40 $800.00 STATUTORY DEDUCTIONS
FICA-MEDICARE $11.60 $440.80
FICA SOCIAL SECURITY $49.60 $1,884.80
FEDERAL TAX $57.82 $2,197.16
STATE TAX $29.42 $1,117.96
YTD GROSS YTD DEDUCTIONS YTD NET PAY TOTAL DEDUCTIONS NET PAY

$30,400.00 $5,640.72 $24,759.28 $800.00 $148.44 $651.56




VULMERAEBILITIES & THREATS

Complete Personal Fraud Kits Sell for Less Than $40 on
Dark Web

The low cost of records reflects the huge supply of Pll after many breaches at hospitals, government agencies, and credit
bureaus.

@ Dark Reading Staff, Dark Reading (M 1 Min Read

July 26, 2019

https://www.darkreading.com/vulnerabilities-threats/complete-personal-fraud-kits-sell-for-less-than-40-on-dark-web



https://www.darkreading.com/vulnerabilities-threats/complete-personal-fraud-kits-sell-for-less-than-40-on-dark-web

Aug. 2, 2024, 1M:40 AM EDT; Updated: Aug. 2, 2024, 12:11PM EDT

Personal Data of 3 Billion People Stolen in Hack, Suit Says (1)

ﬁ Cassandre Coyer &

® COURT:S.D. Fla.
® TRACK DOCKET: No. 0:24-cv-61383 (Bloomberg Law subscription)

Jerico Pictures Inc., a background-check company doing business as National
Public Data, exposed the personal information of nearly 3 billion individuals in
an April data breach, a proposed class action says.

On April 8, a cybercriminal group by the name of USDoD posted a database
entitled “MNational Public Data" on a dark web forum, claiming to have the
personal data of 2.9 billion people, according to the complaint filed Thursday in
the US District Court for the Southern District of Florida, which said the group
put the database up for sale for $3.5 million.

If confirmed, the breach could be among the biggest ever, in terms of the
number of individuals affected. A 2013 breach of Yahoo! compromised the data
of an estimated 3 billion individuals.

It's unclear exactly when or how the breach occurred, according to the
complaint, and the provider still hasn't provided notice or warning to affected
individuals as of the filing.

https://news.bloomberglaw.com/privacy-and-data-security/background-check-data-of-3-billion-stolen-in-breach-suit-says



https://news.bloomberglaw.com/privacy-and-data-security/background-check-data-of-3-billion-stolen-in-breach-suit-says

WHAT ARE SOME
TOOLS AND
STRATEGIES TO
COMBAT THIS?



Tools For Housing Fraud Investigators

ORCONCRORS

© ©

Upfront Identity verification services
Thompson Reuters CLEAR & CLEAR ID Confirm

LexisNexis Accurint for Government/Investigations

Access to utility company systems to verify accounts

Metadata viewer apps if documents and photos are uploaded
by applicants

EXIF viewer for photos (GPS, Device type, dates, etc.)

Access to Register of Deeds, Tax Assessors, BS&A, etc. for
ownership verification

Access to DMV or Secretary of State for ID, DL, Vehicle, etc.

MICHIGAN.GOV/MSHDA



Tools For Housing Fraud
Investigators Part 2

(> Data sharing agreements with other agencies to fight fraud
« Database of known ‘bad actors’ (substantiated fraud)

« Verification of other benefits at same address, same income reported, efc.

() Fraud workgroups

(> Organizations such as IAFCI

« Training on latest fraud trends, emerging threats, how to identify and prevent,
how other agencies and law enforcement are pursuing fraud

« key contacts for fraud, through members across the country

IAFCI Housing and government assistance fraud working group coming soon

MICHIGAN.GOV/MSHDA



Tools For Housing Fraud
Investigators Part 3

() Guidebook for law enforcement and prosecutors on how to work &
prosecute these government assistance and financial crimes cases

() Agreements or MOUs with State AG’s to prosecute these cases directly

MICHIGAN.GOV/MSHDA



QUESTIONS?
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