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Takeaways 



#TAKEWAY 1

There is no perfectly secure 

technical environment, so it’s not 

a matter of if you’ll get breached 

it’s a matter of when



#TAKEWAY 2

Cyberinsurance is not sufficient 

protection for dealing with a 

cybersecurity event



#TAKEWAY 3

Look closely at your regular data 

backup and management strategy



#TAKEWAY 4

You may just need to pay the 

ransom…. 



#TAKEWAY 5

Prepared doesn’t have to mean 

perfection



#TAKEWAY 6

Don’t forget about third-party 

vendors – perform diligence and 

obtain assurances 



#TAKEWAY 7

Preparedness can help signal short-

term stability and long-term health 

to investors and rating agencies



#TAKEWAY 8

Focus on mitigating both the 

financial impact and operational 

disruption of a security incident to 

help avoid a ratings downgrade



#TAKEWAY 9

Balance transparency and security 

by focusing cyber disclosures on 

specific risks and categories of 

mitigation strategies 



#TAKEWAYS

Additional Takeaways 



1. There is no perfectly secure technical environment, so it’s not a matter of if you’ll get 
breached it’s a matter of when

2. Cyberinsurance is not sufficient protection for dealing with a cybersecurity event

3. Look closely at your regular data backup and management strategy

4. You may just need to pay the ransom…. 

5. Prepared doesn’t have to mean perfection

6. Don’t forget about third-party vendors – perform diligence and obtain assurances 

7. Preparedness can help signal short-term stability and long-term health to investors and rating 
agencies

8. Focus on mitigating both the financial impact and operational disruption of a security incident 
to help avoid a ratings downgrade

9. Balance transparency and security by focusing cyber disclosures on specific risks and 
categories of mitigation strategies 

#TAKEWAYS
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